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ENSURING INFORMATION SECURITY THROUGH OSINT TECHNOLOGIES:
INTERNATIONAL LEGAL REGULATION

The article provides a comparative analysis of the international legal regulation of the use of Open Source Intelligence
(OSINT) technologies in the context of ensuring information security. The peculiarities of developing legal mechanisms for
the application of OSINT technologies in the United States of America, Europe, and NATO countries are investigated. Key
legal acts regulating access to open-source information, personal data processing procedures, the functioning of cybersecurity
systems and the use of open information sources in the activities of state institutions and the security sector are identified.

The fundamental principles of the regulatory framework for using OSINT technologies are analysed, including information
openness, the legality of data collection and processing, privacy protection, provision of information security, the proportionality
of the use of information resources, informational self-determination and respect for fundamental human rights. It is established
that the American approach focuses on developing the analytical potential of open sources of information and supporting
national security, the German model is characterised by increased attention to personal data protection and privacy, whereas
the Polish regulatory system is aimed at ensuring cyber-resilience and implementing European Union and NATO standards.

It is substantiated that the international experience in the legal regulation of OSINT technologies can be used to improve
national approaches to ensuring information security, develop legal mechanisms for regulating open data and increase
the effectiveness of countering modern cyber threats and information risks.

Key words: OSINT, information security, open sources of information, cybersecurity, international legal regulation,
personal data protection, open data, cybersecurity, state information security.

0. B. Bamwx, JI. H. lanuniscokuii. 3ab6esneuenns ingpopmaniiinoi 6esnexu incmpymenmamu OSINT mexnonoziii:
MidICHAPOOHE HOPMAIMUGHO-NPABOGE PEYTIOBAHHS

Y cmammi 30ilicneno nopigHANbHULl AHANI3 MIJICHAPOOHO20 HOPMAMUBHO-NPABOBO2O Pe2YNIOBAHHS BUKOPUCHIAHHS
mexHonoziti giokpumoi po3sioku Open Source Intelligence, (OSINT) y xonmexcmi 3a6e3neyenuss inghopmayitinoi besnexu.
Hocniodceno ocobnusocmi ghopmysanns npasosux mexanizmie 3acmocysannss OSINT-mexnonoeiti y Cnonyuenux Llmamax
Amepuxu, kpainax €sponu ma xkpainax ynenax HATO. Busnaveno knouosi HOpMamugHo-npagosi akmu, ki pe2iameHnyioms
oocmyn 00 6i0Kkpumoi iHghopmayii, nopadox 00poOKU NEPCOHATLHUX OaHUX, (DYHKYIOHYBAHHS cucmeM Kibepbesneku ma
BUKOPUCIAHHSL BIOKpUMUX Odicepen iHopmayii y OisLIbHOCMI 0epocagHux tHemumyyitl | 6e3nexKo6020 cekmopy.

IIpoananizo8ano OCHOGHI NpuHYUnU HOpMamugHozo 3abesneuenns euxopucmanus OSINT-mexuonociil, ceped AKux
6iOKpumicms ingopmayii, 3akounicms 300py ma 00poOKU OaHUX, 3aXUCH NPUBAMHOCTI, 3a0e3neyeHHs iHpopmayitinoi be3nexu,
NPONOPYIIHICMb BUKOPUCTAHHS THOOPMAYIIHUX PecypCis, iHpopMayiline CAMOBUSHAUCHHS MA OOMPUMAHHS (YHOAMEHMATbHUX
npae moouny. Bemanosneno, wo amepuxancokutl nioxio opieHmosanuil Ha po3UMOK AHATIMUYHO2O NOMEHYIAY GIOKPUMUX
Ooicepen inghopmayii ma niompumKy HayionanbHoi Ge3nexu, HiMeybKa MOOeb XapaKmepusyemvcs NiOBULEHOI0 V8A20i0 00
3aXUCMY NEPCOHANLHUX OaHUX Ma NPUSAMHOCH, MOOI AK NOTbCOKA CUCTEMA HOPMAMUBHO20 De2yTIOBAHHS CHPAMOBAHA HA
3a0e3neuenns Kibepcmitikocmi ma imniemenmayiio cmanoapmie €sponeticokoeo Corsy i HATO.

Ob1pyHmoBarno, wo MixcHapoOrutl 00ceio npasosoeo 3adesneuennsa suxopucmanus OSINT-mexnonoeii moxce Oymu
BUKOPUCTAHULL 0TIt 600CKOHATIEHHS HAYIOHATLHUX Ni0X00i8 00 3a0e3neyents inghopmayitinoi be3nexu, po3eUNIKy HOPMAMuUsHo-
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NPABOBUX MEXAHI3MIE Pe2yto8aHHA GIOKDUMUX OAHUX Ma NIOBUYEHHA eheKMUeHOCHI npomudii cyuacHum Kibepzazpozam i
iHGhopmayitiHuM pusuKam.

Knwuoei cnosa: OSINT, ingopmayiina Oesnexa, 6ioxpumi Odcepena ingopmayii, Kibepbesneka, MidicHApPOOHe
HOPMAMUBHO-NPABOBE Pe2yNI0BAHHS, 3AXUCH NePCOHATbHUX OaHuX, 6IOKpumi Oawi, Kibepcmitikicmos, ingopmayiiina besnexa
oeporcasu.

Introduction. The rapid digitalisation of society, the global integration of information systems and the active
introduction of modern information and communication technologies drive a significant increase in the role
of information security as one of the key elements in ensuring national, international and corporate security. In
the context of a constant increase in the volume of open data, the development of digital platforms, social networks
and electronic services, OSINT technologies are gaining particular relevance, enabling the collection, analysis
and verification of open-source information for security needs, analytics, countering cyber threats and making
managerial decisions. Modern international security challenges, particularly hybrid threats, cyberattacks, information
and psychological operations, disinformation campaigns, illegal use of personal data and an increase in the number
of cyber incidents, necessitate the improvement of mechanisms for ensuring information security using innovative
tools for monitoring and analysing the information space. In this context, OSINT technologies acquire strategic
importance as a tool for the early detection of risks, threat assessment and enhancing the cyber resilience of state
institutions, critical infrastructure facilities, business entities and civil society.

At the same time, the active use of OSINT technologies brings to the forefront the issue of international
legal regulation of activities in the field of collecting, processing and using open data, ensuring a balance between
security needs and the observance of fundamental human rights, in particular the right to privacy, personal data
protection and freedom of access to information. The diversity of international legal approaches, the dynamic
development of digital legislation and the formation of new international standards in the field of cybersecurity
require a comprehensive scientific analysis of the legal mechanisms for regulating the use of OSINT technologies.

The aim of the research is the formation of theoretical and methodological foundations for the legal
provision of state information security by means of OSINT technologies through the development of the theoretical
foundations of information law and the formulation of proposals for improving information legislation.

Use of OSINT Technologies in Areas of Activity
as a Tool for Information Security Protection
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Fig. 1. Use of OSINT Technologies in Areas of Activity as a Tool for Information Security Protection
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The outlined aim of the research is connected with solving an important theoretical and practical problem —
the development of a conceptual legal framework for ensuring the country's information security and the formation
of practical recommendations for improving the mechanisms for its implementation.

The research hypothesis is based on the assumption that ensuring state information security will be effective
provided there is properly legalised and the relevant recommendations for improving information legislation are
scientifically substantiated.

Literature Review. Numerous scholars have investigated contemporary information security threats, while
the issue of ensuring information security using OSINT technologies remains insufficiently explored.

In the scientific article entitled "Information Security: International Legal Aspect", Kovalyov K.E. examines
the international legal dimensions of information security. The study presents the results of an analysis of international
legal norms regulating the field of information security, as well as relevant foreign practices in this domain. Particular
attention is devoted to the significance of the experience of certain foreign states for the development of Ukraine's
information security system. Considering the global nature of modern communication networks, the author
substantiates the position that effective information security can be ensured exclusively through coordinated
international cooperation among states. Furthermore, the research identifies the key priorities and challenges related
to information security in Eastern European countries and determines the priority directions for improving the legal
framework of information security in Ukraine [1].

In the scientific article entitled "Assessing the Information Security Posture of Online Public Services
Worldwide: Technical Insights, Trends, and Policy Implications”, Diogo Ribeiro, Vitor Fonte, Luis Felipe Ramos,
and Joao Marco Silva investigate the issue of ensuring the security and reliability of electronic public services as
a fundamental prerequisite for the effective implementation of Electronic Government (EGOV) initiatives. The study
evaluates the state of information security of 3,068 public service platforms operating across all 193 United Nations
Member States through non-intrusive technical assessments conducted during 2023-2024. The research focuses
on three principal dimensions: the implementation of secure end-to-end communication protocols, the reliability
and integrity of digital certificate chains and the exposure of hosting infrastructures to known cybersecurity
vulnerabilities. The obtained results demonstrate that, despite some progress in strengthening the protection
of online public services, significant deficiencies persist regarding compliance with international cybersecurity
standards and best practices. In particular, multiple platforms continue to utilize outdated cryptographic protocols,
improperly configured digital certificates and unpatched software vulnerabilities, which substantially increases
the risks of cyber threats and unauthorized exploitation by malicious actors. The authors emphasize the necessity
of implementing comprehensive cybersecurity policies, conducting proactive security assessments and strengthening
mechanisms of regulatory compliance control. Furthermore, the study provides practical recommendations for
governmental institutions and system administrators aimed at improving the security of EGOV infrastructures
through the elimination of persistent vulnerabilities and the adoption of effective cybersecurity practices [2].

In the scientific article entitled "Implementation of Information Security Management Systems for Data
Protection in Organizations: A Systematic Literature Review", Marhad, S. S., Abd Goni, S. Z., and Abdullah Sani,
M. K. J. conduct a systematic literature review devoted to the implementation of Information Security Management
Systems (ISMS) as an essential mechanism for protecting organizational information resources in the digital
environment. The study focuses on identifying the key factors influencing the implementation of ISMS, assessing its
impact on data protection processes and analysing the methodological approaches applied in contemporary research.
Particular attention is paid to the role of awareness, professional training, and organizational compliance in ensuring
the effective functioning of information security systems. The authors emphasize the significance of the ISO/IEC
27001 standard as one of the most widely recognized and effective frameworks for information security management.
The results of the study demonstrate that the implementation of ISMS positively affects organizational efficiency,
financial performance, corporate reputation and brand reliability. Based on the obtained findings, the researchers
substantiate the necessity of applying a comprehensive and systematic approach to information security management
within organizations. Furthermore, the study highlights the importance of future scientific investigations aimed
at examining ISMS implementation across various organisational environments and industrial sectors in order to
develop a more comprehensive understanding of information security practices and their influence on organisational
adaptability and resilience [3].

In the scientific article entitled "Information Security Control as a Task of Controlling a Dynamic System",
S. Masaev, A. Minkin, Y. Bezborodov and D. Edimichev examine the functioning of a large-scale enterprise as
a multidimensional dynamic system within the context of information security management. The enterprise activity
is represented through a digital twin model encompassing approximately 1.2 million operational parameters,
which enables comprehensive monitoring and analytical assessment of organisational processes. The study
focuses on the implementation of a British information security standard based on digital copy technologies,
accompanied by the deployment of specialised information security hardware and software solutions, as well as
the completion of personnel training programmes aimed at improving cybersecurity competencies. The effectiveness
of the implemented measures is evaluated using an integrated performance indicator designed to assess the overall
level of information security implementation within the enterprise. The dynamics of this integral indicator are further
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utilised to determine the efficiency and practical impact of the introduced British information security standard on
organisational security management processes [4].

Methodology. The methodological framework of the study is based on a combination of philosophical
(dialectical, metaphysical), general theoretical (epistemological, structural-functional), special (comparative legal,
inductive) and cross-sectoral methods of scientific cognition (historical, analytical).

The formal legal method enabled the investigation of the competence of state information security actors,
and was also utilised in interpreting legal norms to clarify their essence, content and the legislative intent expressed
therein. Structural-functional analysis failitated determining the alignment of the legal acts, underpinning
the contemporary system of state information security legal provision with actual public relations in this area
and international standards.

Results and discussion. The growing number of cyber incidents, information and psychological operations,
disinformation campaigns, information leaks and other forms of hybrid threats necessitates the search for effective
mechanisms for detecting, analysing and predicting potential risks in the digital environment. One of the promising
tools for ensuring information security is Open Source Intelligence (OSINT) technologies, which are based on
the use of open-source information to obtain analytical data, detect threats and support managerial decision-making
processes.

OSINT technologies are actively utilised by state authorities, law enforcement agencies, intelligence services,
cybersecurity units, analytical centres and the private sector to monitor the information space, detect cyber threats,
counter disinformation, ensure cyber-resilience and protect critical information resources.

In the contemporary international environment, the issue of establishing effective legal regulation
of OSINT technology use is gaining particular relevance. Various states implement their own approaches
to the legal support of activities in the sphere of open-source intelligence, combining the requirements
of information security, cyber defence, the openness of state information and legal guarantees for privacy
protection. The study of international regulatory experience allows for identifying effective mechanisms for
the legal provision for using open sources of information and forming practical approaches to improving
the national information security system.

It is worth noting that modern OSINT tools, in particular Maltego, Shodan, SpiderFoot, theHarvester,
Recon-ng, Censys, OSINT Framework, SecurityTrails and others, are effective means of collecting, analysing
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and visualising data from open sources. Their use contributes to increasing the effectiveness of cyber intelligence,
detecting information infrastructure vulnerabilities, monitoring cyber incidents, countering disinformation
and ensuring the protection of critical information infrastructure. We consider it appropriate to briefly describe these
OSINT tools.

Maltego is one of the most widely used OSINT tools for conducting digital intelligence and visualising
connections between entities in the information space. The tool enables the collection and analysis of data from
open sources, including domains, IP addresses, email adresses, social networks and organisations. The primary
advantage of Maltego is the ability to build graphical diagrams of interconnections between the objects of research,
which significantly enhances the effectiveness of analytical activities in the field of information security. The tool
is actively utilised for cyber intelligence, digital footprint analysis, cyber threat detection, network infrastructure
imvestigation and law enforcement support. In the sphere of information security, Maltego facilitates the timely
detection of potential threats and enhances the level of situational awareness.

Shodan is a specialised search engine for detecting devices and services connected to the Internet. Unlike
traditional search engines, Shodan indexes servers, routers, webcams, industrial control systems and other devices
with a network connection. The tool allows obtaining information about open ports, protocols used, software
and potential vulnerabilities in the information infrastructure. In the sphere of information security, Shodan is widely
applied for conducting network audits, assessing the attack surface, monitoring critical infrastructure and detecting
unprotected systems. The use of this tool allows for the increase of the effectiveness of cyber defence measures
and the timely detection of potential cyber threats.

SpiderFoot is an automated OSINT platform designed for the comprehensive collection and analysis of open-
source information. The tool supports integration with a large number of data sources and allows for automatically
conducting searches for information about IP addresses, domains, email addresses, network infrastructure
and possible data leaks. An important feature of SpiderFoot is the high level of automation in intelligence
processes, which significantly reduces the information analysis time. The tool is used in the field of cybersecurity
to monitor threats, analyse the digital environment, assess vulnerabilities and conduct cyber intelligence. Due to
its comprehensive approach, SpiderFoot contributes to increasing the level of information security of organisations
and state institutions.

theHarvester is an OSINT tool designed to collect information about domains, subdomains, email addresses
and user names from various open sources. The tool actively uses search engines, DNS services, and specialised
databases for automated information collection. theHarvester is widely used during penetration testing, cyber
intelligence and the analysis of the information infrastructure of organisations. The tool is of particular importance
in the sphere of information security, as it allows to identify potentially vulnerable elements of the network
infrastructure and assess the level of openness of information resources. The use of theHarvester contributes to
increasing the effectiveness of cyber threat monitoring and ensuring cyber resilience.

Recon-ng is amultifunctional framework for web intelligence and open-source information collection. The tool
is built on a modular principle, which allows integrating various analysis mechanisms and the automation of OSINT
research processes. Recon-ng supports Whois query execution, domain infrastructure analysis, data breach search,
social media information gathering and vulnerability assessment. In the field of information security, the tool is used
to conduct cyber intelligence, analyse the digital environment and detect potential risks to information systems. Due
to its flexibility and broad functionality, Recon-ng is an effective means of supporting the activities of cybersecurity
professionals.

Censys is a platform for monitoring and analysing the global network infrastructure, which allows you to
search for hosts, domains, digital certificates and network services in real time. The tool provides a detailed analysis
ofthe configuration of network systems and the detection of potential vulnerabilities in the information infrastructure.
In the field of information security, Censys is utilised to assess the level of network security, monitor changes
in the digital environment and analyse the attack surface. The tool is an important means of cyber intelligence
and supporting information security management processes, especially in the field of protecting critical information
infrastructure.

OSINT Framework is a specialised online catalogue of OSINT tools and resources, systematised by areas
of activity and categories of information. The platform contains a large number of services for analysing domains,
social networks, email addresses, data leaks, geolocation and digital footprints. OSINT Framework is widely utilised
by information security specialists to organise intelligence processes, select analysis tools and conduct comprehensive
investigations of the information space. Due to its structured nature and the broad spectrum of available resources,
the platform contributes to increasing the effectiveness of OSINT analytics and the development of cyber intelligence.

SecurityTrails is an analytical service for researching domain infrastructure and DNS records. The tool
allows obtaining information about DNS history, IP addresses, subdomains, digital certificates and other parameters
of network infrastructure. In the field of information security, SecurityTrails is used to detect suspicious changes
in network configurations, analyse cyber threats and monitor the digital environment. The tool is of significant
importance for ensuring the cyber resilience of organisations, as it allows the timely detection of potential risks
and anomalies in the operation of information systems.
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Have I Been Pwned is a specialised online service for verifying incidents of account compromise and personal
data leaks. The tool allows users to check whether their email addresses or accounts have been compromised as
a result of cyber attacks or information leaks. In the sphere of information security, the service is utilised to assess
the risks of personal data compromise, monitor cyber incidents and increase user awareness regarding digital security
threats. The use of Have I Been Pwned contributes to a timely response to data leaks and strengthens the protection
of information resources.

Google Dorks is a method of using specialised Google search operators to detect hidden, improperly
protected or indexed information in the public domain. The technology allows for finding confidential documents,
administration pages, open databases and other resources that may pose a threat to information security. In the field
of cybersecurity, Google Dorks is used to conduct OSINT research, analyse the digital footprint of organisations
and detect potential vulnerabilities in the information infrastructure. At the same time, the use of this tool requires
compliance with the legal norms and the principles of ethical use of open-source information.

We believe that the effective use of OSINT technologies requires the further improvement of international
legal regulation, the development of interstate cooperation, the harmonisation of information security standards
and the training of highly qualified specialists in the field of cybersecurity and digital analytics. In the current
conditions of global digitalisation and the growing number of cyber threats, OSINT technologies are becoming
a vital instrument for ensuring the information resilience of the state, protecting national interests and supporting
international security.

Of particular scientific interest is the investigation of international legal models regulating the use of OSINT
technologies in the United States of America and European countries, including members of the European Union
and NATO, which demonstrate different conceptual approaches to ensuring a balance between information openness,
national security, cyber resilience and the protection of human rights through the use of OSINT technologies.

The legal foundations for the use of OSINT technologies in the USA are formed through a complex of legislative
acts and the activities of state authorities. It should be noted that the key legal acts should include:

The Freedom of Information Act (FOIA, 1966), which ensures the right of citizens to access the information
of state authorities, creating a legal foundation for the use of open sources of information.

The Privacy Act (1974), which defines the rules for the processing of personal data by federal authorities
and restrictions regarding information collection.

The Federal Information Security Modernization Act (FISMA), which regulates information security
requirements for state information systems.
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OSINT tools enable collecting, analyzing, and verifying open-source data to increase situational awareness,
reduce risks, and effectively protect the information assets of organizations and governments.

Fig. 3. 10-Best OSINT Tools for Information Gathering
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The Intelligence Reform and Terrorism Prevention Act (2004), which facilitates the development of analytical
activity mechanisms and the integration of open sources of information into the national security system.

The US Intelligence Community Directives, which determine the use of OSINT in the activities of intelligence
agencies.

It is precisely the aforementioned US regulations that determine the fundamental principles: the openness
of public information; the legality of collecting open data; privacy protection; the proportionality of information
use; cybersecurity and interagency coordination.

The legal foundations for the use of OSINT in the Federal Republic of Germany are based on a high level
of personal data protection and observance of fundamental human rights, and are established through a complex
of legislative acts, which should include:

The German Constitution (Grundgesetz), the articles of which determine the provisions regarding the protection
of human dignity, private life and information self-determination.

The Federal Data Protection Act (Bundesdatenschutzgesetz, BDSG), which determines the procedure for
processing personal data.

The General Data Protection Regulation (GDPR / DSGVO), the European personal data protection regulation
that directly influences the use of OSINT.

The Act on the Federal Office for Information Security (BSI-Gesetz), which forms the system of cybersecurity
and information resilience.

The legislation regarding the activities of intelligence services (BND-Gesetz), which determines the legal
and technical limits of information collection and analysis.

It is precisely the aforementioned legal acts of the FRGw that determine the fundamental principles:
data minimisation, the legality of information processing, privacy protection, informational self-determination
and the balance between security and human rights.

It is worth noting that the Republic of Poland is actively developing a regulatory framework for cybersecurity
and information resilience, aligning with the standards of the European Union and NATO.

It is advisable to include the following among the main regulatory legal acts of the Republic of Poland that
regulate the legal foundations for the use of OSINT technologies in ensuring information security:

The Constitution of the Republic of Poland, which guarantees the right to information and privacy protection.

The Personal Data Protection Act, which implements the European GDPR requirements.
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Fig. 4. Regulatory Framework for Information Security in the United States
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The National Cybersecurity System Act (2018), which determines the organisational foundations for ensuring
cybersecurity.

The Act on Access to Public Information (Ustawa o dostepie do informacji publicznej), which creates a legal
foundation for obtaining open data.

As well as a number of legal acts regarding the activities of special services and cyber defense of critical
infrastructure in the EU and NATO member states, which should include: Directive (EU) 2022/2555 on measures
for a high common level of cybersecurity across the Union (NIS2 Directive), Directive (EU) 2022/2557 Critical
Entities Resilience Directive (CER Directive), Regulation (EU) 2019/881 EU Cybersecurity Act, Regulation (EU)
2024/2847 Cyber Resilience Act (CRA) and Directive (EU) 2016/1148 NIS Directive (first edition).

It is worth noting that the fundamental principles of using OSINT technologies in ensuring information
security in the Republic of Poland include: the accessibility of open information, information security, personal data
protection, cyber resilience, and compliance with EU and NATO standards.

A comparative analysis of international legal regulation demonstrates that the legal framework for using
OSINT technologies in the USA, Germany and Poland is based on a combination of the principles of information
openness, personal data protection, cybersecurity and observing fundamental human rights. In this context,
the American model is oriented towards the development of the analytical and security potential of open data,
the German model towards enhanced privacy protection and informational self-determination and the Polish model
towards the integration of cybersecurity mechanisms in accordance with European and Euro-Atlantic standards.

The Swiss Confederation, not being a member state of NATO and the European Union, occupies a distinct
position among countries implementing an autonomous approach to establishing an information and cybersecurity
system. Despite the absence of formal membership in aforementioned international associations, the state has
implemented a series of legal mechanisms oriented towards ensuring a high level of information and personal data
protection in accordance with pan-European standards.

An important element of the national system of legal regulation of information security is the Federal Data
Protection Act, which has been in force in Switzerland since 1992. This legal act establishes the fundamental
principles of processing and protecting information, particularly personal data and categories of so-called
"sensitive" information, providing a regulatory foundation for observing the right to privacy and the information
self-determination of citizens.

The further development of legal guarantees for personal data protection occurred in 2010, when the Federal
Supreme Court of Switzerland strengthened the mechanisms for ensuring the information confidentiality by
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Fig. 5. Principles of legal regulation of the use of OSINT technologies to ensure information security
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introducing additional institutional and legal protection instruments. In particular, the activities of authorized bodies
in the field of data protection were strengthened, and jurisprudence was established regarding the inadmissibility
of the unauthorised collection of information about the IP addresses of file-sharing service users without their
consent, including in cases related to copyright protection.

Switzerland's conceptual approaches to ensuring cybersecurity are based on the principles of distributed
responsibility and cross-sectoral interaction. The reduction of cyber risks is considered the result of effective
cooperation among state authorities, the private sector and civil society, as well as the development of international
cooperation. In this context, state intervention in the sphere of cybersecurity is determined by the principle
of subsidiarity and is considered appropriate only in the presence of threats to public interests or national security.

Cyber risk management in the Swiss model is considered an integral component of business processes,
production activities and managerial mechanisms of organisations of various forms of ownership. Responsibility for
the identification, assessment and minimisation of information risks is placed on all levels of management — from
administrative and technical personnel to top management. Such an approach implies the formation ofa comprehensive
cyber risk management system based on the principle of distributed responsibility among state structures, business
entities and citizens.

The further development of the national policy in the field of information security received an impetus
at the beginning of 2018, when Switzerland began the process of developing specialised information security
legislation. The prerequisite for such changes was the recognition of the potentially critical impact of the unlawful
use of information and unauthorised interference in information systems on the strategic interests of the state,
the functioning of public institutions and the exercise of citizens' rights. It was anticipated that the new legislative
mechanism, formed in accordance with international information security standards, would create a unified legal
foundation for the coordination, control and implementation of state policy in the sphere of information protection
within the powers of the Federal Council of Switzerland.

First of all, the law applies to federal authorities: the Parliament, federal courts, the prosecutor's office,
the National Bank, etc. Individuals and enterprises are subjects of the law if they conduct activities involving
“sensitive” information on behalf of federal authorities. The Federal Council is also seeking opportunities to deepen
cooperation with the cantons, which must be represented in the relevant coordinating body and should participate in
the standardisation processes of the respective measures. In particular, the law regulates risk management, classifies
information and establishes security principles for the use of IT resources. The information security law is planned
to take precedence over freedom of information legislation.

In our opinion, it is also advisable to investigate the experience of ensuring information security using OSINT
technologies in European states that are not members of NATO but are also members of the European Union,
in particular Austria, Finland and Ireland. First of foremost, it should be noted that EU membership entails for
these states the need to comply with pan-European standards in the sphere of information society development,
cybersecurity and information protection.

An important stage in the formation of the European information security system was the adoption in 1991
of the Information Technology Security Evaluation Criteria, which defined the main tasks of ensuring information
security, namely:

protecting information resources from unauthorised access to ensure the information confidentiality;

ensuring the integrity of information resources by preventing their unauthorised modification or destruction;

maintaining the continuous and stable functioning of information systems by countering "denial-of-service"
threats.

The further development of European information security standards occurred in 1996 with the introduction
ofthe Common Criteria for Information Technology Security Evaluation, which became the foundation of the modern
certification system for information protection tools.

In Austria, Finland and Ireland, as in other EU member states, significant attention is paid to cybersecurity
and countering cybercrime, which is reflected in the European Commission Communication "Towards a General
Policy on the Fight against Cybercrime". In the document, cybercrime is defined as a set of criminal offenses
committed using electronic communications networks and information systems or directed against such systems.
The main forms of cybercrime include:

traditional forms of criminal activity implemented in the electronic environment, in particular fraud and data
forgery in electronic communications networks and information systems;

distribution of illegal content via electronic media and digital platforms;

specialised cybercrimes, including attacks on information systems, hacking and other forms of unauthorised
interference in the functioning of ICT infrastructure.

At the same time, the main challenges for ensuring the information security of the specified states, as well as
the European Union as a whole, remain:

lack of unified approaches to ensuring the security of information infrastructure at the national level, which
negatively affects the effectiveness of the implementation of state policy in the sphere of cybersecurity;
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insufficient level of partnership between the public and private sectors in the sphere of information security
at the pan-European level;

limited capabilities for early detection of and response to cyber incidents, due to the uneven development
of monitoring, reporting and international information exchange systems between EU Member States;

lack of a coordinated international approach to prioritising the implementation of critical information
infrastructure protection policy.

In this regard, the experience of Austria, Finland and Ireland regarding the use of OSINT technologies within
the information security system is of significant scientific and practical interest for Ukraine, especially in the context
of developing the national cybersecurity system, improving the mechanisms for monitoring the information space
and enhancing the protection level of critical information infrastructure.

It is worth noting that Ireland's National Cybersecurity Strategy for 2019-2024 aimed to improve the state's
capacity to manage and respond to cyber incidents, particularly those with national security implications; to identify
and enhance the resilience of critical national infrastructure, ensuring service continuity and incident readiness; to
strengthen public sector IT systems and protecting citizens' data and services; to enhance education and prepare
the workforce for careers in cybersecurity and related fields; to raise cybersecurity awareness and responsibility in
the business sector while stimulating research and innovation; to actively participate in international cyber policy
efforts and promote a secure, open and stable cyberspace; and to raise cyber hygiene awareness and competences
among the general public.

The strategy was developed through a broad stakeholder engagement process that included a high-level steering
group and five sector-specific engagement groups, as well as a period of public consultation. The collaborative
efforts were aimed at ensuring that the strategy reflected the real needs and problems of the state, its institutions
and citizens.

In order to ensure an appropriate level of cybersecurity, the Government of Ireland has identified the following
priorities: strengthening the capacity and operational activities of the National Cyber Security Centre; expanding
the legal and policy framework to protect both legacy and emerging digital infrastructures; developing a skilled
workforce through formal education, internships and public-private partnerships; deepening cooperation between
the public and private sectors and exchanging information to manage cyber threats in real time; integrating
cyber policy into international diplomacy and governance discussions; fostering an ecosystem where research,
entrepreneurship and policy development intersect to create security-oriented innovations; implementing national
campaigns to provide citizens with the knowledge and tools to protect themselves online.

Thus, the National Cyber Security Strategy of Ireland demonstrates a comprehensive approach to national
security, critical infrastructure protection, public sector IT systems, private business engagement, cyber skills
development, raising public awareness and international cooperation. The strategy acknowledges that digital
systems underpin everything from financial markets to public services and individual freedoms. Therefore, it is
absolutely important to respond to this issue with the participation of the whole society.

The policy framework outlined in this strategy acknowledges the interconnected nature of cyber threats,
ranging from individual-level fraud to complex attacks on national infrastructure. It encompasses not only
the technical aspects of cybersecurity, but also the social, economic, legal and diplomatic dimensions.

Recommendations. The analysis of international legal acts and strategic documents in the field of information
security involving the use of OSINT technologies enables the identification of priority directions for state policy
and international cooperation in the specified sphere. The main ones include:

increasing user awareness of potential threats regarding potential threats associated with the use of information
and communication networks and digital services;

establishing a European system of early warning and rapid notification regarding new cyber threats
and information security incidents;

ensuring appropriate technological support and the development of modern information protection tools;

promoting market-oriented standardisation and certification in the sphere of information security
and cybersecurity;

improving legal regulation in the field of personal data protection, providing telecommunication services
and countering cybercrime.

strengthening the system of state information security provision through the implementation of effective
and interoperable information protection mechanisms, as well as stimulating the use of electronic digital signatures
in the provision of public electronic services;

developing international cooperation in the sphere of ensuring information security and cyber resilience.

Based on the conducted analysis, it is appropriate to outline the primary directions of international activity in
the field of ensuring international information security with OSINT technologies, namely:

establishing favourable organisational, legal and technological conditions at the national and international
levels for the development, production and implementation of modern information security tools, including
the integration of OSINT technologies into cyber threat analysis and forecasting systems;
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Fig. 6. Key Challenges in Ensuring Information Security in the EU

organising measures for effective international cooperation in the field of information and communication
technologies, the exchange of analytical data and the use of open-source information for the timely detection of risks

and threats to international security;

coordinating international efforts in the field of countering cybercrime, information terrorism, disinformation
campaigns and other forms of illegal activity in the information space involving the application of OSINT

technologies for monitoring the digital environment and detect potential threats;

ensuring the protection of information and communication systems from destructive influence, as well as
minimising the potential consequences of cyber attacks on information resources and critical infrastructure objects

through the use of modern open data analytics methods and early warning systems;

improving personnel provision, methods of professional training of specialists and the development
of scientific research in the field of information security, cybersecurity and OSINT-analysis, which will contribute

to establishing a high level of professional competence in the sphere of digital security;

implementing international initiatives aimed at preventing conflicts in the information space, countering
information and psychological operations and destructive information influence, particularly through the use

of OSINT-technologies to detect and analyse information threats;
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protecting information, information resources and their processing facilities in order to ensure the effective
functioning of complex information systems at all levels of management, including the application of OSINT tools
to monitor vulnerabilities and assessing the level of information resilience;

conducting comprehensive scientific research on the use of information and communication technologies, in
particular OSINT, in modern conflicts, as well as analysing the application of international law norms to the activities
of states in the global information space.

Conclusions. At the current stage of development of the digital society, information and communication
technologies (ICT) acquire strategic importance not only for ensuring the socio-economic development of states but
also for the implementation of military, political, intelligence and information-psychological operations. The rapid
development of digital technologies and the growing dependence of state and non-state institutions on the information
environment determine the transformation of approaches to ensuring information security and increase the relevance
of using modern analytical tools for the detection, monitoring and forecasting of threats.

In this context, Open Source Intelligence (OSINT) technologies are of particular significance, which provide
the capability to collect, systematise, analyse and verify open-source information in order to timely detect risks,
assess information threats and support managerial decision-making processes in the field of information security.
The application of OSINT technologies allows for increasing the efficiency of monitoring the digital space, detecting
signs of information and psychological influence, destructive information campaigns, cyber incidents and other
forms of hybrid threats.

The complexity of attribution of incidents in cyberspace, the speed of disinformation spread, the high
level of anonymity of information operations and the lack of universal international response mechanisms create
the prerequisites for inadequate threat assessment and increase the risks of destabilising individual sectors of state
administration and national security. Under such conditions, OSINT technologies act as an important tool for
information and analytical support of the cyber defense system and the formation of situational awareness regarding
potential information risks.

We believe that among the main contemporary challenges to information security, the detection and analysis
of which can be ensured by OSINT-technologies, it is appropriate to highlight:

Firstly, the growing use of ICT in military conflicts, intelligence activities and political confrontation, which
necessitates the continuous monitoring of the open information space to detect signs of potential threats.

Secondly, the risks of conducting cyber attacks on critical infrastructure facilities and associated information
systems, which requires the application of OSINT tools for early detection of digital threats and cyber risk analysis.

Thirdly, the use of information and communication technologies for criminal or terrorist purposes, including
the coordination of unlawful activity, the dissemination of extremist content and the preparation of destructive
actions, which brings to the forefront the need to monitor open information resources.

Fourthly, the use of digital platforms for information and psychological influence, disinformation campaigns,
propaganda and manipulative information operations aimed at undermining public confidence in state institutions
and critically important systems.

Fifthly, the continuous improvement of tools and methods for conducting cybercriminal activities, which
requires the development of analytical approaches to detecting new models of cyber threats and mechanisms for
their forecasting.

Sixthly, the presence of complex transnational information risks associated with the activities of criminal
groups, destructive network communities and other non-state actors using digital technologies to implement
unlawful activities.

Seventhly, the use of OSINT-technologies in the information security system allows for increasing
the effectiveness of detecting information threats, ensuring a timely response to potential cyber incidents
and establishing mechanisms of state information resilience. At the same time, the development of open-source
intelligence technologies requires the improvement of international legal regulation and the establishment of unified
approaches to ensuring a balance between information security, personal data protection and the observance
of fundamental human rights.

Eighthly, in contemporary conditions, international cooperation in the sphere of developing legal mechanisms
for regulating ICT and the use of OSINT technologies acquires strategic importance for maintaining international
security and preventing destabilising processes in the global information space. The improvement of international
legal mechanisms and the development of information analytics tools are important prerequisites for establishing
a resilient information security system in the context of contemporary digital transformations.
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